
Viruses, games 
and adaptive 
learning

Eric Payne
Presales manager

Kaspersky NA

The online training that 
ÐåÄ÷âØč ėčØĉčȞ ÏØåÄĠæüĉ



Essentials

Founded in 1997and led

by Eugene Kaspersky

Operations in almost 200 countries 

and territories worldwide

Provides innovative IT security 

solutions and services for business 

and consumers

Numbers

> 20 million product 

activations per year

> More than 4,200 

professionals and IT 

security specialists in 34

representative offices 

across 31countries

Recognition

C÷ ǣǡǢǪǵ ēåØ ÐüöĆÄ÷ħȞč ĆĉüÔėÐēč 

featured in 86 independent tests 

and reviews. 

Kaspersky products were awarded 

64 first places and achieved 70 top -

three finishes*

>440,000,000
users worldwide are protected 

by our technologies

Who we are

>250,000 companies use 

Kaspersky products

> 30000 threats neutralized threats every 

24 hours
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We work in a wide range of industry sectors.

Our solutions and services successfully protect around 270,000

businesses around the world, regardless of size or complexity

Customers

Commercial enterprises

35,700 customers

in 91 countries

8,500 customers

in 92 countries

5,300 customers

in 105 countries

7,200 customers 

in 141countries



4Kaspersky Security Awareness

LÄčĆØĉčïħȞč ØĦĆØĉēæčØ

in cybersecurity
Expertise in education+

Å 20+ years in cybersecurity

Å 1400 professionals in RnD

Å 40+ experts in our Global 

Research & Analysis Team

Å 10years of working in security 

education field

Å Involved specialists in group 

facilitation, educational design

and hudagogy / andragogy

Å Partnership with one of leaders in 

adaptive learning  - Area9 Lyceum



5Kaspersky Cyber -Security Awareness: Industry & Customer Recognition

Kaspersky Security Awareness was 

ĉØÐüâ÷æĬØÔ Äč Ä ȝ-ü÷ēØ÷ÔØĉȞ æ÷ țoåØ 

>üĉĉØčēØĉ }ÄĠØəǶ jØÐėĉæēħ !ġÄĉØ÷Øčč 

And Training Solutions, Q1 2020. The 12 

Providers That Matter Most And How 

oåØħ jēÄÐï sĆȜ

Kaspersky is rated 5.0/5.0 in the 

Security Awareness Computer -Based 

Training market on Gartner Peer Insights, 

based on 29 ratings as of 9 Sept, 2020 in 

the last 12 months

The GARTNER PEER INSIGHTS Logo is a trademark and service mark of Gartner, Inc. and/or its affiliates and is used herein withpermission. All rights reserved. Gartner Peer Insights reviews constitute 

the subjective opinions of individual end users based on their own experiences and do not represent the views of Gartner or its affiliates.

Get a complimentary copy of the report here: 

https://go.kaspersky.com/SA -forresterwave.html 

țL-!o - Significantly Enhances Cybersecurity 
}æēåæ÷ oåØ -üöĆÄ÷ħȜ

Customer review by 

Firm size: 250M ȓ500M USD 

Industry: Finance

Role: Security and Risk Management

Submitted: July 15, 2020
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Why security 
awareness
is important?
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91%
of organizations are currently 
involved in some sort of digital 
initiative

Computers has been intervened

to every sphere of human life

Manufacturing

Banking

Shopping
Travelling

Travelling

Traffic controls
Medicine

Security Surveillance 

systems

ŰæĠæñregistration
Education

70%
of companies either have a digital 

transformation strategy in place 

or are working on one
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$3.5 billion

Total losses from officially 

reported cybercrime in 

2019*

Cybercrime as a major threat

$500K and more

Cost companies 53%

of cyberattacks**

* FBI ȣǣǡǢǪ C÷ēØĉ÷Øē -ĉæöØ fØĆüĉēǴț

** Cisco 2018 Security Capability Benchmark Study

https://www.forbes.com/sites/daveywinder/2020/02/13/the-fbi-issues-a-powerful-35-billion-cybercrime-warning/#76c7660a187f
https://www.forbes.com/sites/daveywinder/2020/02/13/the-fbi-issues-a-powerful-35-billion-cybercrime-warning/#76c7660a187f
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Paradox of 
cybersecurity:
everybody 

understand its 

importance and only 

few do something.

Like ġØÄĉæ÷â Ä čØÄē ÏØñēǸǴ

9

Somehow, way too many Americans

čēæññ ÄĉØ÷Ȟē ġØÄĉæ÷â čØÄē ÏØñēč
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ǿ   fØčØÄĉÐåǶ țoåØ Ðüčē üá Ä ÔÄēÄ ÏĉØÄÐåȜǵ LÄčĆØĉčïħǵ jĆĉæ÷â ǣǡǢǩ. 

ǿǿ țjüĉēæ÷â üėē Ä 1æâæēÄñ -ñėēēØĉȜǴ LÄčĆØĉčïħǵ ǣǡǢǪǴ 

People are the weakest link in corporate cybersecurity

of companies regard employees as 

the biggest threat to corporate 

cybersecurity*52% 60%
of employees have confidential data on 

their corporate device (financial data, 

email database, etc.)**

of employees admit that they 

čåÄĉØ ēåØæĉ ġüĉï c-Ȟč ñüâæ÷ Ä÷Ô 

password details with colleagues**30% 23%
of organizations do not have any 

cybersecurity rules or policies in place 

for corporate data storage**



115öĆñüħØØč öÄïØ öæčēÄïØčǴ YĉâÄ÷æĬÄēæü÷č ñüčØ öü÷ØħǸ
Employee behavior is a major IT security risk, despite traditional awareness programs being in place:

$1,195,000
per enterprise organization

The average financial impact

of a data breach caused by 

inappropriate IT resource use

by employees*

$116,000
per SMB 

The average financial impact

of a data breach caused by 

inappropriate IT resource

use by employees*

more than  

$1,7Bln
global financial losses

Resulted from business email 

compromise complaints***

52%
of  enterprise organizations

Experienced cybersecurity 

incident as a result of 

inappropriate IT recourse use by 

employees 

(50% of  SMB)**

ǿ    fØĆüĉēǶ țY÷ ēåØ Sü÷ØħǶ ?ĉüġæ÷â Co jØÐėĉæēħ ,ėÔâØēč ēü cĉüēØÐē 1æâæēÄñ oĉÄ÷čáüĉöÄēæü÷ C÷æēæÄēæĠØč Ǵ LÄčĆØĉčïħ NÄÏǵ ǣǡǢǪ  

ǿǿ   fØĆüĉēǶ țCo čØÐėĉæēħ ØÐü÷üöæÐč æ÷ ǣǡǢǪȞǵ LÄčĆØĉčïħ

ǿǿǿ >,C  țǣǡǢǪ C÷ēØĉ÷Øē -ĉæöØ fØĆüĉēȜ



12How do you get your 
employees to learn 
čüöØēåæ÷â ġåæÐå æč÷Ȟē 
naturally interesting 
to them?

How do you transform 
knowledge into 
action? 

12



13What are the results we would like to achieve?

We want user 

to be:

Proactive

Interested in further learning 

and willing to constantly 

improve their skills

Careful and aware of potential 

threats

We want user to transfer 

behavior and get new safe 

habits



14-åÄññØ÷âØč Ø÷ēØĉĆĉæčØč áÄÐØ æ÷ ØöĆñüħØØčȞ NØÄĉ÷æ÷â ɔ 1ØĠØñüĆöØ÷ē

(all topics)

Significant time
are spent by employees and training managers in 

order to get optimal results

only 8%
of leadership sees the business impact of learning

70%
of what is learned is forgotten within one day 

in a traditional form of training 

90%
is forgotten within 2 weeks



15Büġ æēȞč ėčėÄññħ åÄĆĆØ÷

1. Got what to teach 2. Prepare the course 3. Reported!

Protecting your home wi -fi 

network

ÅUse networks encrypted by 

WPA2 standard

ÅSet a strong, at least 12-

character password on your 

router 

ÅUse 2-factor authentication 

for important resources

Å570 of employees 

passed the course  

ÅAverage test results ȓ

70%



16ǸÄ÷Ô ØĠØ÷ēėÄññħ æē Äññ ÐüöØč Ôüġ÷ ēüǸ

In real life :

ÅInformation is often lost  

ÅInformation tends to be forgotten  

ÅKnowing something does not mean 

that people behaving accordingly  
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1. Training should change 

behavior quickly

2. It should change 

behavior in a 

completely enjoyable 

and pleasurable 

manner

2 major misconceptions about behavior change
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Changing behavior involves 
many small habits that need 
to be changed progressively, 
step by step, over time

What is the reality?

Behavior change involves 

pushing people forward, 

čēØÄÔæñħ Ä÷Ô ĆØĉčæčēØ÷ēñħǸ 

often through boring

unpleasant procedures
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Engagement/

motivation

How we, at Kaspersky, build skills

Gamified training

Ȕ Am I aware? 

Ȕ What do I know 

and where are 

the gaps?

Ȕ Micro learning

Ȕ Continuous 

learning

Ȕ Adaptivity

Ȕ Did I get it right? 

Ȕ Do I remember this? 

Ȕ Do I act accordingly? 

Our approach is to build a continuous learning cycle - as sustainable change in behavior 

is only possible over time and including multiple components

Learning ReinforcementStarting point

Online learning

platform

ȔWhy do I need 

this ?

ȔCognition

Pre-test

Continuous learning cycle

Test simulations
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Motivation



21Work with users misconceptions in cybersecurity perceptions

Transform 

misconceptions

people have on 

cybersecurity

Into the 

adequate 

perception

Give people 

positive role 

models how to 

behave

țC Äö ēüü čöÄññ 

Ä ēÄĉâØēȜ

¤üė Ôü÷Ȟē åÄĠØ 

to be a target 

to be a victim

Be a harder 

target than the 

others

țBÄÐïØĉč ġæññ 

ÏĉØÄï öħ c-Ȝ

Beware

bad people,

not broken

computers

Think who can 

misuse what 

you do

țC åÄĠØ ÷ü ēæöØ 

áüĉ čØÐėĉæēħȜ

Security

is a part of 

Efficiency

Cooperate with 

Security team

1

2

3



26No need to outrun the ÏØÄĉǸǴ

oåØĉØȞč ÷ü ġÄħ 

you can outrun a 

bear!C Ôü÷Ȟē åÄĠØ ēü 

üėēĉė÷ oB5 ,5!fǸ
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Increase awareness among decision 

makers

A strategic team simulation game that 

demonstrates the connection between 

business efficiency and cybersecurity

Improve cooperation between different 

departments.

Teaches to interact more effectively in 

critical situations

Engagement: Kaspersky Interactive Protection

Simulation (KIPS)
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Define the 
starting point


